
 

 

 

Course content: CISSP-ISSMP 
 

 
Leadership and Business Management. 

• Security’s Role in the Organization’s Culture, Vision, and Mission 

• Organizational Governance 

• Information Security Strategies 

• Data Classification 

• Security Policy Framework 

• Security Requirements in Contracts and Agreements 

• Risk Management Program 

 
 

Systems Lifecycle Management. 

• Integration of Security into the System Development Lifecycle (SDLC) 

• New Business Initiatives and Security Architecture 

• Vulnerability Management Programs 

 
Risk or Compliance Management. 

• Organizational Security Policies and Procedures 

• Compliance Framework Exceptions 

• Internal and External Audit Process 

 
Contingency Management. 

• Contingency Plans 

• Recovery Strategies 

• BCP and DRP plans 

 
 

Law, Ethics and Security Compliance Management. 

• Information security laws 

• Security incident management process
 

https://www.koenig-solutions.com/cissp-issmp-training-and-certification-course

